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International Control Systems Operations Trends Vary 
from North American Counterparts with Differing 

Priorities for “Smart Grid” Initiatives and 
Communications Methods and Protocols 

 
Newest International Study of Electric Power SCADA 
and Energy Management Systems Finds Increase in 

Adoption of Cyber Security Defensive Measures 
 

 
Ellicott City, MD-------March 24, 2008.  Newton-Evans Research Company today 
released preliminary findings and observations from its multi-month study of 
transmission and distribution monitoring and control systems used in international 
electric power utilities.   
 
Early highlights of the international 2008 study of mission critical, real-time electric 
utility operational systems including energy management, supervisory control, and 
distribution network management include the following: 
 

� OUTAGE MANAGEMENT: Nearly one half of the international utilities 
surveyed so far this year have implemented a separate outage management system 
(OMS).  This reflects a strong increase from 2005’s 30% of responding utilities 
reporting having a separate OMS at that time. 

  
� POWER GENERATION MANAGEMENT: Generation management systems 

(GMS) are also experiencing an increased level of activity this year, at least 
among the early international respondents. In the 2005 study, only a handful of 
participating international utilities had reported use of, or plans for, a separate 
GMS.  The percentage this year has risen to 21% thus far into the study. 

 
� LINKAGES TO EXTERNAL SYSTEMS:  Linkage to other utility enterprise 

systems continued to be on the increase on a global scale; despite cyber security 
concerns.  For many sites, the key to remaining secure seems to be either:  (a) the 
restricted provision of non-real-time access via periodic downloads to authorized 
requestors or (b) indirect access to and from the control system via historian files.  
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o The most frequently mentioned plans for additional control system 

links this year from managers at international control centers were 
reported as: Geographic Information Systems (24%); enterprise 
application integration (24%) and customer information systems 
(20%). The key linkages already in place included historical record-
keeping systems and files, power plants, other utilities and an 
enterprise wide area network.   North American utilities were likely to 
be linked up with these as well, but with a lower percentage of utilities 
involved than at their international counterparts. 

 
� EXTERNAL SERVICES REQUIRED: By early 2008, about one-third of 

the international respondents, and one half of the North American respondents 
indicated a current need for one or more of the nine listed “services” that 
could be available from external service providers.  More than one third of 
North American respondents now require training services, followed by 
“long-term maintenance agreements.”  Among international utility officials, 
commissioning and testing of new systems was in demand.  Installation 
support and maintenance agreements followed.   By 2010, utilities around the 
world plan to bring in outside help to conduct vulnerability assessments. 

 
� SMART GRID INITIATIVES:  Just as there are important variances with 

regard to communications protocols, control systems supplier rankings, and 
new product development objectives within the global electric power 
community, so too are there differences in priorities for focusing on “smart 
grid” initiatives.  International utilities are placing more emphasis at this time 
on automating the distribution network and upgrading their control systems, 
while North American utilities are more likely to emphasize automated 
metering infrastructure as the priority task for enabling the smart grid. 

 
More information on the Newton-Evans Research series entitled: Worldwide Market 
Study of Energy Management Systems, SCADA and Distribution Management 
Systems in Electric Utilities:  2008-2010 is available from the company located at 
Suite 204, 10176 Baltimore National Pike, Ellicott City, Maryland 21042.  
Telephone:  800-222-2856 or 410-465-7316 or e-mail information requests to 
eleivo@newton-evans.com or to lforrest@newton-evans.com. 
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