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Introduction

Survey Findings

1. Current and future use of EMS, SCADA, DMS and OMS systems

2a. If your utility has a DMS, does your EMS/SCADA group also support DMS?

2b. If your utility has an OMS, does your EMS/SCADA group also support OMS?
3a. Do you have any interest in combining EMS and DMS on a common platform?
3b. Do you have any interest in combining DMS and OMS on a common platform?
3c. Do you have cyber security concerns if EMS/DMS are combined?

3d. Do you have cyber security concerns if DMS/OMS are combined?

4a. Has your utility converged SCADA/DMS and OMS functions?

4b. What functions have been converged/or plan to be converged?

5a. Does your utility currently have real-time linkages between SCADA and GIS or OMS?
5b. Are there any cyber-security concerns that you had to overcome?

6a-1. Current and planned use of protocol(s) within the substation

6a-2. Current and planned use of protocol(s) from the substation to external EMS/SCADA/DMS
host/network

6b. Plans to implement IEC 61850 beyond 2012?

6c. If your utility isn’t planning to implement IEC 61850, why not?

7. Communications method(s) used to connect SCADA system to substations

8. External assistance or third-party services needed for the following control center activities
9. Approximate number of RTUs, PLCs, etc. currently installed/planned to be installed

10. If your utility has a DMS/SCADA combined system, does the SCADA functionality and network
modeling stop at the distribution substation level or does it reach all the way to the service transformers?

11. Number of points scanned by SCADA (Transmission, Distribution, and Generation)
12. Number of power flow buses in EMS systems

13a. With regards to As Is Engineering to Operations Integration (GIS to DMS/OMS) model
maintenance, how do distribution circuit designs move from GIS to DMS in your current processes?

13b. With regards to DESIRED Engineering to Operations Integration (GIS to DMS/OMS) model
maintenance, how do distribution circuit designs move from GIS to DMS in your current processes?

14. Usage and plans to deploy some form of analytics by YE 2015
15. Level of agreement/disagreement with the following statements
16. Fully integrated system with embedded applications, or third party applications ported onto system?

17. All applications provided up front, or only purchase needed applications and port others later?
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43 18. Is your EMS/SCADA group responsible for hardware server maintenance?

43 19. For which of the following applications does your utility use synchrophasors?

44 20a. Significance of budget increases due to NERC CIP or other regulatory compliance efforts

44 20b. Significance of work load increases due to NERC CIP or other regulatory compliance efforts

45 21. With experienced personnel leaving the workforce due to retirements, how is your utility able to
maintain a “Qualified Support Staff” for EMS/SCADA systems?

47 22. Comments, suggestions for new features, tools, applications or services needed or expected from
EMS/SCADA/DMS vendors

51 Findings from Questions Asked on Previous EMS/SCADA/DMS Surveys

51 Use and plans to implement a separate generation management system (GMS) by Y-E 2012

52 Use and plans to implement a separate outage management system (OMS) by year-end 2012

53 Please specify your current/future plans for linking (via data link or RTU) your EMS, SCADA, and/or DMS
to the following systems

55 Does your utility plan to “self-fund” any Smart Grid initiatives?

55 Please rank the relative importance of the following Smart Grid components on a scale of 1-9, where
1="most important” and 9= “least important”. Use each number only once.

57 Which of the following DISTRIBUTION MANAGEMENT SYSTEM functions and applications does your
utility use or plan to bring on-stream by year end 2012?

59 Which of the following ENERGY MANAGEMENT SYSTEM functions and applications does your utility use
or plan to bring on-stream by year end 20127

59 Which of the following OUTAGE MANAGEMENT SYSTEM functions and applications does your utility use
or plan to bring on-stream by year end 2012?

61 Which of the following DISTRIBUTION ANALYSIS functions and applications does your utility use or plan
to bring on-stream by year end 2012?

62 Level of agreement/disagreement with the following statements relative to EMS/SCADA/DMS
procurements/vendors

64 Detail Tables

110 List of Participating Utilities
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Throughout this report, the authors have cross-tabulated survey results by world region of
responding utility. The summaries in this first section provide top-level views and synopsis.
Detailed tables can be found in Section Four. A total of 46 utilities from 34 countries
participated in this year’s study.

The prior study (2010-2012) had included participation from 45 utilities in 29 countries.
Collectively, the three most recent studies of EMS, SCADA, DMS and OMS have included
participation from more than 150 international utilities in more than 55 countries outside of
North America. For those questions that had been asked in prior surveys, the narrative
summary from those earlier studies has been included in this report to provide some time-
based comparison for the reader.

Fig. i — Utility Respondents by Type
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1. Please provide an overview of your utility’s use of Energy Management (EMS), Supervisory Control and Data Acquisition (SCADA), Distribution
Management (DMS), and Outage Management (OMS) systems.

Currently Current Vendor No
System Installed (or “in-house”) Future Plans by YE 2015 Planned Estimated Budget Range Plans
New/ Replace Upgrade/ Retrofit $1-5m $5-10m >$10m
vs | 1 ] m O O O O | O
New/ Replace Upgrade/ Retrofit <$250k $250k-5750k >$750k
SCADA | [ ] ] ] [l ] 1
I I I I I I I
New/ Replace Upgrade/ Retrofit <5500k $500k-52m >$2m
DMS O [ 1] O ] ] O O O
oMs O [ 1 | O O O O O
2a. If your utility has a DMS, does your EMS/SCADA group also support DMS? [ ves [ Ne [ Donothave a DMS
2b. If your utility has an OMS, does your EMS/SCADA group also support OMS? |:| Yes |:| No |:| Do not have a OMS

3a. Do you have any interest in combining EMS and DMS on a common platform?
O ves O ne [1 Have already combined systems

3b. Do you have any interest in combining DMS and OMS on a common platform?
[ Yes O no ] Have already combined systems

3c. Do you have cyber security concerns if EMS/DMS are combined? |:| Yes |:| No

3d. Do you have cyber security concerns if DMS/OMS are combined? |:| Yes |:| No

4a. Has your utility converged SCADA/DMS and OMS functions? |:| Yes I:I No, but plan to by YE 2015 |:| No, skip to Q, 5a
4b. What functions have been converged/or plan to be converged? | 1

5a. Does your utility currently have real-time linkages between SCADA and GIS or OMS?
D Between SCADA/GIS D Between SCADA/OMS D Neither, skip to Question 6a

5b. Are there any cyber-security concerns that you had to overcome? D Yes D No

5c. If yes, please identify:

6a. Please indicate your current and planned use of protocol(s) within the substation, and from the substation to external EMS/SCADA/DMS
host/network. Check all that apply.

Protocols Protocols Within Substation Protocols from Substation to External Host/Network
Current By YE 2015 Current By YE 2015
DNP 3.0 LAN O a O O
DNP 3.0 Serial O a O O
IEC 61850 (UCA 2/MMS) O O O O
IEC 60870-5 101 O O O O
IEC 60870-5 104 O (| (M| O
Modbus Plus O O O O
Modbus Serial O O O O
TCP/IP O O O O
ICCP/MMS a (| (| a
Legacy/Other: [ 1 O O a O
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6b. If the box for IEC 61850 was not checked in 6a above, please respond to the following question: Is your utility planning to implement IEC
61850 beyond 20157 Check all that apply.
O ves O mMaybe [ No, because:

[ Advantages not that great [ continue to use other protocols [J Minimum awareness of it

] DNP now a IEEE standard [ insufficient staff and/or funding

[J other reason: [ 1

7. What communications method(s) do you use to connect your SCADA system to substations? Check all that apply.

=

ow By YE2015

=
=

0 By YE2015

Cellular Satellite

Fiber

Frame relay

Licensed Radio Leased analog lines

Unlicensed Radio Microwave
Other (specify below)

Other:

O|0o|o0oa
[ ([ || |}
a|Oooi;a
O|0o|0o0oa

Telephony

8. Check any external assistance or third-party services needed for the following control center activities

Activity Currently Use Not yet, but by 2015 Not at all

Critical Infrastructure Protection

Cyber Security Monitoring

Managing transition to DMS architecture

Smart Grid Consulting Services

Vulnerability assessment

Vulnerability remediation

Cyclic Patch Management

OO OO o og o
OO 0O 0|aog o
OO0 0|0 0oja o

Other services: [ |

9. Please specify the approximate number of RTUs, PLCs, substation platforms, etc. currently installed/planned to be installed in your
EMS/SCADA/DMS systems.

# units currently # units to be retrofitted/upgraded 2013- # new units planned
installed 2015 2013-2015

Poletop RTUs

[ ]
Feeder/secondary RTU’s/Smart DA devices [ ]
Substation RTUs [ ]
Substation PLCs [ ]

[ ]
[ ]
[ ]

Substation automation platforms

Synchrophasor measurement units

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]

Substation level phasor data concentrators

10. If your utility has a DMS/SCADA combined system, does the SCADA functionality and network modeling stop at the distribution substation
level or does it reach all the way to the service transformers?

D Stops at the distribution substation level D Do not have a DMS/SCADA combined system
[ Reaches all the way to the service transformers

11. What is the (approximate) total number of points scanned by SCADA (includes Transmission, Distribution, and Generation)?
Number: [ ]

12. What is the (approximate) total number of power flow buses in your EMS system? Number: [ ] D Do not have an EMS system
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13a. With regards to As Is Engineering to Operations Integration (GIS to DMS/OMS) model maintenance, how do distribution circuit designs
move from GIS to DMS in your current processes?

How is it captured and Dl\f’lanual\y recaptured, but or DManuaIIy recaptured & electronically or DAummahcallv recaptured
transferred? not electronically transferred transferred & transferred

How is it updated? DOn demand updates or DnghtIy/reguIar batch builds or DNot at all

What standard? [Juse CIM standard or | [Juse other standard or | [Juse vendor data formats
What system is master? |:|GIS is the master or |:|Both systems master different aspects or DDMS/DMS is the master

13b. With regards to Desired Engineering to Operations Integration (GIS to DMS/OMS) model maintenance, how do distribution circuit designs
move from GIS to DMS in your target processes?

How is it captured and Dl\f’lanual\y recaptured, but or DManuaIIy recaptured & electronically or DAutDmaTicallv recaptured
transferred? not electronically transferred transferred & transferred

How is it updated? DOn demand updates or DnghtIy/reguIar batch builds or DNot at all

What standard? [Juse CIM standard or | [Juse other standard or | [Juse vendor data formats
What system is master? DGIS isthe master ar |:|Both systems master different aspects or DDMS/DMS is the master

14, Does your utility currently have or plan to deploy some form of analytics by YE 20157

Currently Have Plan to Deploy No Plans
OMS analytics (i.e. fault location, etc.) D D D
Asset analytics D D D
DMS analytics (i.e. load and voltage balance, etc.) I:l D D
Customer analytics D D D

15. Relative to your control systems, please check your level of agreement/disagreement with the following statements:

Agree Neutral Disagree

Our utility requires Open Platform Communications (OPC) as a standard O O O

For smart grid auto restoration schemes our utility uses a centralized approach rather than a distributed
logic/control in the field approach

(]
(]
O

In our utility, Service Oriented Architecture (SOA) is making headway over older technology and proprietary
systems

Vendors could do more to make NERC compliance/regulatory reporting easier and more automated

We prefer cyber security features designed as an integral part of the system, not an add-on

Vendors need to add additional cyber security features to their products

We want to specify our network equipment, but would welcome an out of the box CIP compliant solution

ooo(o|jo)| o
oogo(o|jo)| o
ooga(o|jo)| o

Cloud implementation is of interest to our utility
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16. Does your utility prefer: A:[] a fully integrated system with the applications embedded in the control system platform

or B D the applications sourced from third parties and ported onto the base SCADA platform

17. Does your utility prefer: A:[] all of the applications provided upfront

or B |:| the option of purchasing only the applications we need initially and port the others as needed

18. Is your EMS/SCADA group responsible for hardware server maintenance?

19. For which of the following applications does your utility use synchrophasors?

D Yes

=

ow

By YE2015

Wide area monitoring

a

Improved operational situational awareness

O

Enhanced state estimation

O

Improved operator visualization

O|0o0o|0g

a

Other:

]

O

|:| We do not use/have plans for
synchrophasors

20a. What level of budget increases has your utility experienced due to NERC CIP or other regulatory compliance efforts?

Otittle  [JModerate [ Significant

[J boes not apply — no critical assets

20b. What level of work load increases has your utility experienced due to NERC CIP or other regulatory compliance efforts?

[Jtiitte  [JModerate  [] Significant

|:| Does not apply — no critical assets

21. With experienced personnel leaving the workforce due to retirements, how is your utility able to maintain a “Qualified Support Staff” for

EMS/SCADA systems?

22. Use this space for comments, or to suggest new features, tools, applications or services that you need or expect to see available from

EMS/SCADA/DMS vendors (e.g. service oriented architecture, additional cyber security features, NERC compliance reporting, etc.) Please

describe below. Your ideas DO make a difference.
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THANK YOU FOR YOUR PARTICIPATION



